638105-2020 - AlaywvIOUOG See the notice on TED website

Hvwpévo BaoiAglo-Aovdivo: YITnpeoieg TEXVOAOYiag TwV TTANPOPOPIWV: TTapoX) CUMBOUAwWY,
avaTtrTugn AoyiopiKoU, AladiKTuo Kal UTTOOTHPIgN

OJ S 252/2020 28/12/2020

Mpoknpugn olpBaong

YTmnpeoieg

NouikA Bdon:
Odnyia 2014/24/EE

Tunpa I: AvaBérouoa apxn

1. Emrwvupia kai SieuBovoeig
Emionun emmwvuyia: Department for Environment Food and Rural Affairs
Tay. dieuBuvon: 17 Nobel House
MéAN: London
Kwdikog NUTS: UK United Kingdom
Tay. kwdikdég: SW1P 3JR
Xwpa: Hvwuévo Baaiielo
HAekTpovikd Taxudpoueio: Network.Procurement@defra.gov.uk
TnAépwvo: +44 2072385921
AievBuvon(-eig) oto diadikTuo:
"evikn d1eUBuvon: https://www.gov.uk
AiguBuvon Tou TTPOoPiA ayopaaoTr): www.gov.uk

.3. EmKoivwvia
Ta Eyypaga TNG oUPPBacng ival dlaBéaiua yia atrepidpioTn, TTARPN, dueon Kal dwpPeav
mpdoBacn otn dielBuvon: https://defra.bravosolution.co.uk
Mepairépw TTANpoQopics cival diabEaiueg atmd n Tpoava@epbeica dielBuvan
O1 TTPOCPOPES A Ol AITAOEIG CUPPETOXNG TTPETTEI va UTTOBAAAOVTAI NAEKTPOVIKA 0Tn d1EUBuvon:
https://defra.bravosolution.co.uk
O1 TTPOCPOPES A Ol AITAOEIG CUPPETOXNG TTPETTEI va UTTORAAANOVTAI OTNV TTpoavapepBeica
d1eubuvon

.4. Eidog Tng avabéTtouocag apxng
YT1roupyeio 1] AAAN €BVIKA | opooTTOVOIaKK apXH, CUNTTEPIAGUBAVOUEVWY TWV TTEPIPEPEIAKWV A
TOTTIKWY TOUG TTAPAPTANATWYV

1.5. KiUpia dpaoctnpiéotnta
MepiBaAAov
TuApa ll: AvTikeipevo

I.1. E0pog Tng ouppaong

I.1.1. TitAog
Cyber Incident Response Partner

1.1.2. Kwdikég kupiou Ae§ihoyiou CPV
72000000 YTrnpeaieg TeExvoAoyiag Twv TTANPOYOPIWV: TTAPOXT CUPBOUAWY, avaTTuén
AoyiopIKoU, AladiKTUO Kal UTTOOTAPIEN
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I.1.3. Eidog ouppaong
YTInpeoieg

1I.1.4. ZOvtoun Trepiypagn
DEFRA has a requirement for a Cyber Security Incident Response Partner, based on a
retainer service model, to support and augment its existing Cyber Security capabilities. Please
refer to the Bidder Pack (ITT) for further detailed information.

1.1.5. ETipwpevn ouvoAikn agia

1.1.6. MAnpo@opieg OXETIKA PE TA TUAMATA
H Trapouca cupBacn utrodlaipeital o€ THAPaTa: oxl

I.2. Nepiypaen

I1.2.3. Témog ekTéAeong
Kwdikdég NUTS: UK United Kingdom

1.2.4. NMepiypagn Tng ocuuBaong
To protect Defra’s existing (and any new) complex IT systems and critical data from increasing

cyber risks, an effective cyber security risk management strategy has been developed.

Part of the risk management strategy involves proactively monitoring for cyber risk by creating
a Cyber Security Operations Centre and deploying appropriate technologies, processes and
controls that are designed to protect systems, networks, programs, devices and data from
cyber-attacks.

Defra requires a call-off mechanism (process and contract) of 20 days support, so that Defra
can rapidly access specialist cyber incident response related expertise. This call-off
mechanism will be used to support and augment Defra’s cyber security capabilities, where
Defra does not have the appropriate competence or level of expertise.

1.2.5. Kpitipia avdBeong
H 1iun dev gival To pévo Kpitiplo avdbeong kai 6Aa Ta KpITripia opifovtal JOvVo oTa £yypaga

g ouppaong
1.2.6. EkTipwpevn agia

1.2.7. Aidpkeia oOuBaong, cup@wviag-rAaiolo | Suvauikol CUCTANATOG AyopwWV
Aldpkela o€ urveg: 36
H Tmapouca cupBacn utrékeTal o€ TTapdracn: vai
Mepiypa@r TapaTdoewy:
2 x 12-month optional renewals at the discretion of the authority.

1.2.10. TMAnpo@opieg OXETIKA PE EVAAAOKTIKEG TTPOOPOPES
Oa yivouv deKTEG EVOANOKTIKEG TTPOCPOPEG: OXI

11.2.11. TAnpo@opieg OXETIKA PE BIKAIWHATA TTPOAIPECNG
AikaiwpaTa Tpoaipeong: oxl

1.2.13. MNMAnpo@opisg oxeTika pe Ta Tapeia Tng Eupwtraikng ‘Evwong
H ouuBaon oxetifetal pe €pyo f/kal TPOYpAPua xpnuatodoTouuevo atrd Ta Taueia Tng
EupwTraikng Evwong: oxi

1.2.14. ZupTTAnpwWHATIKEG TTANPOPOPIES

TuApa lll: NopIKEG, OIKOVOUIKEG, XPNMOTOOIKOVOUIKEG KOl TEXVIKEG TTANPOPOPIES
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1. NpoiTroBéoelg CUNHETOXNAS

l.1.1. Adcia AoKNONG ETAYYEAUATIKAG SpaocTNPIOTNTAG, CUMTTEPIAAUBAVOMEVWV TWV
ATTAITACEWYV YIO TNV EYYPOAPN O€ ETTAYYEAHATIKO 1| EYTTOPIKO UNTPWO
KatdAoyog Kal oUvToun TTEPIYPOYPR TV OpWV:

Please refer to the draft contract included in the bidder pack.

ll.1.2. OIKOVOMIKN KOl XPNHOTOOIKOVOHMIKN ETTAPKEIN
Kpitipia €mmiAoyng 0TTwg opidovTal oTa £yypaga tng oupBaong

11.1.3. Texvikn Kal ETTAYYEAPATIKE IKAVOTNTA
Kpitipia €mmiAoyng 0Trwg opidovTal oTa £yypaga tng oupBaocng
TuAaua IV: Aladikaoia

IV.1. Neprypaen

IV.1.1. Eidog diadikaoiag
KAgiotr diadikacia

IV.1.3. MNMAnpo@opieg OXETIKA pe CUNPWVIA-TTAAiCIO | SUVANIKO CUOTHUO ayopwWV

IV.1.8. MAnpo@opicg yia Tn Zup@wvia Tepi Anuociwyv MpopunBsiwv (GPA)
H oUpBaon kaAUTTTETAI ATTO TN ZUPQWVia TTepi Anuoaiwv MNpounBeiwv: oxI

IV.2. AioiknTikéG TTAnpOQOpPIES

IV.2.2. MpoBeoyia rapaAafig Twv TTPOCPOPWYV | TWV AITAOEWV CUMHETOXNAS
Huepounvia: 02/03/2021 Totrik wpa: 14:00

IV.2.3. EKTIpWPEVN NUEPOUNVIa ATTOOTOANG TWV TTPOOKARTEWV UTTOBOARG TTPOCPOPWY
OUMUMETOXNG OTOUG ETTIAEYEVTEG UTTOYNPIOUG
Huepopnvia: 21/12/2020

IV.2.4. TA\WoOEg OTIG OTTOIEG HTTOPOUV VA UTTOBANBOUV 01 TTPOCPOPES i} Ol AITAOEIG CUPMETOXAS
AyyAiké

IV.2.6. EAdaxioTn atmraitoUpevn XPoVviKh didpkeia 10006 TNG TIPOCPOPAS
Aldpkela o€ YAVEG: 4 (atrd TNV ava@ePOPEVN NUEPOUNVIa TTAPAAABNS TwWV TTPOCPOPWV)

TuApa VI: Np6c0eTeg TTANPOPOPiES
VI.1. NMAnpo@opieg OXETIKA pE ETTAVAAAUBAVONEVEG CUUBAOEIG
Mpodkertal yia eTravaAauBavouévn dnuoaia cuupacn: oxl
VIL.3. ZuptmrAnpwHaTIKEG TTANPOYPOPIES
Vi.4. AladiIKaoieg TTPOCPUYAS

Vi.4.1. ®opéag apuddiog yia Tig S1adIKaCiEG TTPOCPUYNG
Emionun emmwvuyia: Courts of England and Wales
MéAn: London
Xwpa: Hvwpévo BaaiAgio
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VI.4.3. YmoBoAn rpoc@uywyv

AKPIBEiG TTANPOPOPIEG OXETIKA PE TNV (TIG) TTPOBECMIA(-EG) YIO TNV UTTOBOAR TTPOCQUYWV:

The authority will incorporate a minimum 10 calendar day standstill period following electronic
notification (minimum of 15 calendar days for any other means of communication) to
unsuccessful applicants of the award decision. Applicants who are unsuccessful shall be
informed by the authority as soon as possible after the decision has been made as to the
reasons why the applicant was unsuccessful. The Public Contracts Regulations 2015 (SI 2015
No 102) provide for aggrieved parties who have been harmed or are at risk of harm by breach

of the rules to take legal action. Any such action must be brought within the applicable
limitation period.

VL5. Hugpounvia ammrooTtoARg TnNg mapouoag TpokKRpuéng
23/12/2020
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