149191-2023 - Result See the notice on TED website

France-Paris: Computer audit and testing services
OJ S 50/2023 10/03/2023

Contract award notice

Services

Legal Basis:
Directive 2014/24/EU

Section I: Contracting authority

1. Name and addresses
Official name: crpnpac
Postal address: 14 rue des pyramides cs 60322
Town: Paris Cedex 01
NUTS code: FR101 Paris
Postal code: 75041
Country: France
E-mail: A.vidiani@crpn.fr
Internet address(es):
Main address: https://www.crpn.fr/
Address of the buyer profile: https://www.achatpublic.com/sdm/ent/gen/index.jsp

.4. Type of the contracting authority
Other type: Organisme de prévoyance sociale de droit privé a but non lucratif, remplissant une
mission d'intérét général

I.5. Main activity
Social protection

Section Il: Object

I.1. Scope of the procurement

I.1.1. Title
prestations de conseil, D'Expertise ET D'Assistance dans la securite (cybersecurite) des
systemes D'Information de la crpnpac
Reference number: 2022/006

I.1.2. Main CPV code
72800000 Computer audit and testing services

I1.11.3. Type of contract
Services

1.1.4. Short description
la Caisse de Retraite du Personnel Navigant professionnel de I'aéronautique civile (Crpn)
souhaite élever le niveau de sécurité de son infrastructure informatique afin de répondre aux
nouvelles menaces (Cryptolocker connu ou inconnu, faille zéro Day, macro inclus dans pieces
jointes, exécution de scripts, chevaux de Troie, etc.)

I1.1.6.
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Information about lots
This contract is divided into lots: yes

1.1.7. Total value of the procurement
Value excluding VAT: 519 000,00 EUR

I.2. Description

1.2.1. Title
audit technique
Lot No: 1

1.2.2. Additional CPV code(s)
72800000 Computer audit and testing services

1.2.3. Place of performance
NUTS code: FR101 Paris

11.2.4. Description of the procurement
dans le cadre de ses projets de renforcement de la cybersécurité, la CRPN souhaite faire
auditer I'exposition de ses infrastructures / applicatifs par le biais d'audits de sécurité internes
et externes

1.2.5. Award criteria
Quality criterion - Name: REFERENCES DE MISSIONS SIMILAIRES / Weighting: 20
Quality criterion - Name: QUALITE DES SUPPORTS DOCUMENTAIRES ET DES
LIVRABLES / Weighting: 20
Quality criterion - Name: QUALITE ET COMPLETUDE DE LA COMPREHENSION DU
BESOIN ET QUALITE/MAITRISE DE LA SOLUTION PROPOSEE / Weighting: 15
Quality criterion - Name: QUALITE ET MAITRISE DE LA DEMARCHE OPERATIONNELLE,
DE L'ORGANISATION ET DU PILOTAGE DE PROJET PROPOSES / Weighting: 15
Price - Weighting: 30

1.2.11. Information about options
Options: no

1.2.13. Information about European Union funds
The procurement is related to a project and/or programme financed by European Union funds:
no

11.2.14. Additional information
I.2. Description

11.2.1. Title
sensibilisation des collaborateurs
Lot No: 2

1.2.2. Additional CPV code(s)
72800000 Computer audit and testing services

1.2.3. Place of performance
NUTS code: FR101 Paris

11.2.4. Description of the procurement
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dans le cadre de ses projets de renforcement de la cybersécurité, la CRPN souhaite impliquer
et sensibiliser I'ensemble de ses collaborateurs aux risques cyber

1.2.5. Award criteria
Quality criterion - Name: REFERENCES DE MISSIONS SIMILAIRES / Weighting: 20
Quality criterion - Name: QUALITE DES SUPPORTS DOCUMENTAIRES ET DES
LIVRABLES / Weighting: 20
Quality criterion - Name: QUALITE ET COMPLETUDE DE LA COMPREHENSION DU
BESOIN ET QUALITE/MAITRISE DE LA SOLUTION PROPOSEE / Weighting: 15
Quality criterion - Name: QUALITE ET MAITRISE DE LA DEMARCHE OPERATIONNELLE,
DE L'ORGANISATION ET DU PILOTAGE DE PROJET PROPOSES / Weighting: 15
Price - Weighting: 30

1.2.11. Information about options
Options: no

1.2.13. Information about European Union funds
The procurement is related to a project and/or programme financed by European Union funds:
no

11.2.14. Additional information
I.2. Description

1.2.1. Title
exercice et gestion de crise
Lot No: 3

1.2.2. Additional CPV code(s)
72800000 Computer audit and testing services

1.2.3. Place of performance
NUTS code: FR101 Paris

1.2.4. Description of the procurement
sur la base d'un scénario de crise proposeé par le prestataire, I'objectif sera de réaliser un
exercice de crise cybersécurité technique afin de tester et déployer le Pra/Pca.Le prestataire
devra proposer un scénario d'exercice de crise crédible, réaliste et évolutif : escalade de la
gestion de crise, modalités d'investigation, ainsi que les avantages du scénarios et
I'organisation de la prestation

1.2.5. Award criteria
Quality criterion - Name: REFERENCES DE MISSIONS SIMILAIRES / Weighting: 20
Quality criterion - Name: QUALITE DES SUPPORTS DOCUMENTAIRES ET DES
LIVRABLES / Weighting: 20
Quality criterion - Name: QUALITE ET COMPLETUDE DE LA COMPREHENSION DU
BESOIN ET QUALITE/MAITRISE DE LA SOLUTION PROPOSEE / Weighting: 15
Quality criterion - Name: QUALITE ET MAITRISE DE LA DEMARCHE OPERATIONNELLE,
DE L'ORGANISATION ET DU PILOTAGE DE PROJET PROPOSES / Weighting: 15
Price - Weighting: 30

1.2.11. Information about options
Options: no

149191-2023 Page 3/8



1.2.13. Information about European Union funds
The procurement is related to a project and/or programme financed by European Union funds:
no

11.2.14. Additional information
I.2. Description

1.2.1. Title
sécurité des postes de travalil
Lot No: 4

1.2.2. Additional CPV code(s)
72800000 Computer audit and testing services

1.2.3. Place of performance
NUTS code: FR101 Paris

11.2.4. Description of the procurement
face a la recrudescence des attaques de type "Ransomware", la CRPN souhaite renforcer la
sécurité de ton Systéme d'information par le biais des postes de travail de ses collaborateurs

1.2.5. Award criteria
Quality criterion - Name: REFERENCES DE MISSIONS SIMILAIRES / Weighting: 20
Quality criterion - Name: QUALITE DES SUPPORTS DOCUMENTAIRES ET DES
LIVRABLES / Weighting: 20
Quality criterion - Name: QUALITE ET COMPLETUDE DE LA COMPREHENSION DU
BESOIN ET QUALITE/MAITRISE DE LA SOLUTION PROPOSEE / Weighting: 15
Quality criterion - Name: QUALITE ET MAITRISE DE LA DEMARCHE OPERATIONNELLE,
DE L'ORGANISATION ET DU PILOTAGE DE PROJET PROPOSES / Weighting: 15
Price - Weighting: 30

1.2.11. Information about options
Options: no

1.2.13. Information about European Union funds
The procurement is related to a project and/or programme financed by European Union funds:
no

I1.2.14. Additional information
Section IV: Procedure

IV.1. Description

IV.1.1. Type of procedure
Open procedure

IV.1.3. Information about a framework agreement or a dynamic purchasing system
The procurement involves the establishment of a framework agreement

IV.1.8. Information about the Government Procurement Agreement (GPA)
The procurement is covered by the Government Procurement Agreement: yes

IV.2. Administrative information
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IV.2.1. Previous publication concerning this procedure
Notice number in the OJ S: 2022/S 171-484640

IV.2.8. Information about termination of dynamic purchasing system

IV.2.9. Information about termination of call for competition in the form of a prior information
notice

Section V: Award of contract

Contract No: 2022/006
Lot No: 1

Title:
audit technique

A contract/lot is awarded: yes
V.2. Award of contract

V.2.1. Date of conclusion of the contract
29/11/2022

V.2.2. Information about tenders
Number of tenders received: 13
The contract has been awarded to a group of economic operators: yes

V.2.3. Name and address of the contractor
Official name: coessi
Postal address: 5 rue du Chant des oiseaux
Town: Montesson
NUTS code: FR1 lle-de-France
Postal code: 78360
Country: France
Internet address: https://www.coessi.com/
The contractor is an SME: yes

V.2.3. Name and address of the contractor
Official name: sysdream
Postal address: 14 place marie jeanne bassot
Town: Levallois Perret
NUTS code: FR1 lle-de-France
Postal code: 92300
Country: France
Internet address: https://sysdream.com/
The contractor is an SME: yes

V.2.3. Name and address of the contractor
Official name: positive thinking company
Postal address: 255 bd Pereire
Town: Paris
NUTS code: FR1 lle-de-France
Postal code: 75017
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Country: France
Internet address: https://positivethinking.tech/
The contractor is an SME: yes

V.2.4. Information on value of the contract/lot
Initial estimated total value of the contract/lot: 54 000,00 EUR
Total value of the contract/lot: 54 000,00 EUR

V.2.5. Information about subcontracting
Section V: Award of contract

Contract No: 2022/006
Lot No: 2

Title:
sensibilisation des collaborateurs

A contract/lot is awarded: yes
V.2. Award of contract

V.2.1. Date of conclusion of the contract
08/02/2023

V.2.2. Information about tenders
Number of tenders received: 12
The contract has been awarded to a group of economic operators: no

V.2.3. Name and address of the contractor
Official name: quodagis digital security
Postal address: 22 RUE D'Aumale
Town: Paris
NUTS code: FR1 lle-de-France
Postal code: 75009
Country: France
Internet address: https://digital-security.quodagis.fr/
The contractor is an SME: no

V.2.4. Information on value of the contract/lot
Initial estimated total value of the contract/lot: 30 000,00 EUR
Total value of the contract/lot: 30 000,00 EUR

V.2.5. Information about subcontracting
Section V: Award of contract

Contract No: 2022/006
Lot No: 3

Title:
exercice et gestion de crise
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A contract/lot is awarded: no

V.1. Information on non-award
The contract/lot is not awarded
Other reasons (discontinuation of procedure)

Section V: Award of contract

Lot No: 4

Title:
sécurité des postes de travalil

A contract/lot is awarded: yes
V.2. Award of contract

V.2.1. Date of conclusion of the contract
10/02/2023

V.2.2. Information about tenders
Number of tenders received: 9
The contract has been awarded to a group of economic operators: no

V.2.3. Name and address of the contractor
Official name: orange Cyberdefense
Postal address: 54 place de I'ellipse
Town: Nanterre
NUTS code: FR1 lle-de-France
Postal code: 92000
Country: France
Internet address: https://www.orangecyberdefense.com/fr/
The contractor is an SME: no

V.2.4. Information on value of the contract/lot
Initial estimated total value of the contract/lot: 435 000,00 EUR
Total value of the contract/lot: 435 000,00 EUR

V.2.5. Information about subcontracting
Section VI: Complementary information

VI.3. Additional information
VI1.4. Procedures for review

Vi.4.1. Review body
Official name: tribunal de grande instance de paris
Postal address: parvis du Tribunal de Paris
Town: Paris
Postal code: 75859
Country: France
Internet address: https://www.tribunal-de-paris.justice.fr/75
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VI.5. Date of dispatch of this notice
06/03/2023
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