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II.1.

I.5.

I.4.

I.3.

I.1.

See the notice on TED website 202529-2023 - Competition
Spain-León: IT services: consulting, software development, Internet and support
OJ S 68/2023 05/04/2023
Contract notice
Services

Legal Basis:
Directive 2014/24/EU

Section I: Contracting authority

Name and addresses
Official name: Dirección General del Instituto Nacional de Ciberseguridad de España, S.A. 
(INCIBE)
National registration number: A24530735
Postal address: Avenida José Aguado, 41
Town: León
NUTS code: ES413 León
Postal code: 24005
Country: Spain
Contact person: Dirección General del Instituto Nacional de Ciberseguridad de España, S.A. 
(INCIBE)
E-mail: contratacion@incibe.es
Telephone: +34 987877189
Fax: +34 987261016

:Internet address(es)
Main address: http://www.incibe.es
Address of the buyer profile: https://contrataciondelestado.es/wps/poc?uri=deeplink:
perfilContratante&idBp=z8PJ8mgr3AUQK2TEfXGy%2BA%3D%3D

Communication
The procurement documents are available for unrestricted and full direct access, free of 
charge, at: https://contrataciondelestado.es/wps/poc?uri=deeplink:
detalle_licitacion&idEvl=VwdahB71vIEuf4aBO%2BvQlQ%3D%3D
Additional information can be obtained from the abovementioned address
Tenders or requests to participate must be submitted to the abovementioned address
Electronic communication requires the use of tools and devices that are not generally 
available. Unrestricted and full direct access to these tools and devices is possible, free of 
charge, at: https://contrataciondelestado.es/wps/poc?uri=deeplink:
perfilContratante&idBp=z8PJ8mgr3AUQK2TEfXGy%2BA%3D%3D

Type of the contracting authority
Other type: Otras Entidades del Sector Público

Main activity
General public services

Section II: Object

Scope of the procurement

https://ted.europa.eu/en/notice/-/detail/202529-2023
mailto:contratacion@incibe.es?subject=TED
http://www.incibe.es
https://contrataciondelestado.es/wps/poc?uri=deeplink:perfilContratante&idBp=z8PJ8mgr3AUQK2TEfXGy%2BA%3D%3D
https://contrataciondelestado.es/wps/poc?uri=deeplink:perfilContratante&idBp=z8PJ8mgr3AUQK2TEfXGy%2BA%3D%3D
https://contrataciondelestado.es/wps/poc?uri=deeplink:detalle_licitacion&idEvl=VwdahB71vIEuf4aBO%2BvQlQ%3D%3D
https://contrataciondelestado.es/wps/poc?uri=deeplink:detalle_licitacion&idEvl=VwdahB71vIEuf4aBO%2BvQlQ%3D%3D
https://contrataciondelestado.es/wps/poc?uri=deeplink:perfilContratante&idBp=z8PJ8mgr3AUQK2TEfXGy%2BA%3D%3D
https://contrataciondelestado.es/wps/poc?uri=deeplink:perfilContratante&idBp=z8PJ8mgr3AUQK2TEfXGy%2BA%3D%3D
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II.2.5.

II.2.4.

II.2.3.

II.2.2.

II.2.1.

II.2.

II.1.6.

II.1.5.

II.1.4.

II.1.3.

II.1.2.

II.1.1. Title
Documento Regulador de Compra Pública Precomercial. Servicios de I+D+i en materia de 
ciberseguridad (actuaciones 1,2,3, 4, 5 y 7) MRR C15.I7.
Reference number: CPP001/23

Main CPV code
72000000 IT services: consulting, software development, Internet and support

Type of contract
Services

Short description
Documento Regulador de Compra Pública Precomercial. Servicios de I+D+i en materia de 
ciberseguridad (actuaciones 1,2,3, 4, 5 y 7) MRR C15.I7.

Estimated total value
Value excluding VAT: 96 000 000,00 EUR

Information about lots
This contract is divided into lots: yes
Tenders may be submitted for maximum number of lots: 3
Maximum number of lots that may be awarded to one tenderer: 3The contracting authority 
reserves the right to award contracts combining the following lots or groups of lots: 
Cada licitador puede concurrir como máximo a tres retos diferentes. Para un reto, el licitador 
sólo puede presentar una oferta. Se formalizarán contratos hasta alcanzar el presupuesto 
máximo de licitación. No se adjudicarán contratos en retos en que no existan dos ofertas 
viables. En este caso el reto quedará desierto para evitar el impacto en la competencia del 
mercado.

Description

Title
RETO 01: Sistemas para la protección frente a ataques contra el espectro electromagnético
Lot No: 1

Additional CPV code(s)
72000000 IT services: consulting, software development, Internet and support, 48000000 

, Software package and information systems 64000000 Postal and telecommunications 
, , services 64200000 Telecommunications services 73000000 Research and development 

services and related consultancy services

Place of performance
NUTS code: ES413 León

Description of the procurement
RETO 01: Sistemas para la protección frente a ataques contra el espectro electromagnético

Award criteria
Criteria below
Quality criterion - Name: CRITERIO 1. DESCRIPCIÓN DEL PROYECTO DE I+D / Weighting: 
55
Quality criterion - Name: CRITERIO 2. IMPACTO SOCIO ECONÓMICO DEL PROYECTO / 
Weighting: 15
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II.2.5.

II.2.4.

II.2.3.

II.2.2.

II.2.1.

II.2.

II.2.14.

II.2.13.

II.2.11.

II.2.10.

II.2.7.

II.2.6.

Quality criterion - Name: CRITERIO 3. PLAN DE VERIFICACIÓN EN ENTORNO 
OPERACIONAL / Weighting: 5
Quality criterion - Name: CRITERIO 4. PLAN DE TRANSFERENCIA DE RESULTADOS / 
Weighting: 5
Quality criterion - Name: CRITERIO 5. PRESUPUESTO DEL PROYECTO / Weighting: 10
Quality criterion - Name: CRITERIO 6. USUARIOS FINALES APORTADOS / Weighting: 10
Cost criterion - Name: AUMENTO DEL PLAZO DE ROYALTIES / Weighting: 10
Cost criterion - Name: PORCENTAJE DE COINVERSIÓN Y ROYALTIES / Weighting: 90

Estimated value
Value excluding VAT: 5 500 000,00 EUR

Duration of the contract, framework agreement or dynamic purchasing system
Duration in months: 34
This contract is subject to renewal: yes
Description of renewals: 
El contrato se extenderá hasta el 30 de junio de 2026 y no es susceptible de prórroga

Information about variants
Variants will be accepted: no

Information about options
Options: no

Information about European Union funds
The procurement is related to a project and/or programme financed by European Union funds: 
yes
Identification of the project: NEXT GENERATION https://ec.europa.eu/info/strategy/recovery-
plan-europe_es

Additional information

Description

Title
RETO 02: Ciberseguridad en el vehículo conectado
Lot No: 2

Additional CPV code(s)
72000000 IT services: consulting, software development, Internet and support, 48000000 

, Software package and information systems 60000000 Transport services (excl. Waste 
, , transport) 63000000 Supporting and auxiliary transport services; travel agencies services

, , 64000000 Postal and telecommunications services 64200000 Telecommunications services
73000000 Research and development services and related consultancy services

Place of performance
NUTS code: ES413 León

Description of the procurement
RETO 02: Ciberseguridad en el vehículo conectado

Award criteria
Criteria below
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II.2.4.

II.2.3.

II.2.2.

II.2.1.

II.2.

II.2.14.

II.2.13.

II.2.11.

II.2.10.

II.2.7.

II.2.6.

Quality criterion - Name: CRITERIO 1. DESCRIPCIÓN DEL PROYECTO DE I+D / Weighting: 
55
Quality criterion - Name: CRITERIO 2. IMPACTO SOCIO ECONÓMICO DEL PROYECTO / 
Weighting: 15
Quality criterion - Name: CRITERIO 3. PLAN DE VERIFICACIÓN EN ENTORNO 
OPERACIONAL / Weighting: 5
Quality criterion - Name: CRITERIO 4. PLAN DE TRANSFERENCIA DE RESULTADOS / 
Weighting: 5
Quality criterion - Name: CRITERIO 5. PRESUPUESTO DEL PROYECTO / Weighting: 10
Quality criterion - Name: CRITERIO 6. USUARIOS FINALES APORTADOS / Weighting: 10
Cost criterion - Name: AUMENTO DEL PLAZO DE ROYALTIES / Weighting: 10
Cost criterion - Name: PORCENTAJE DE COINVERSIÓN Y ROYALTIES / Weighting: 90

Estimated value
Value excluding VAT: 5 500 000,00 EUR

Duration of the contract, framework agreement or dynamic purchasing system
Duration in months: 34
This contract is subject to renewal: yes
Description of renewals: 
El contrato se extenderá hasta el 30 de junio de 2026 y no es susceptible de prórroga

Information about variants
Variants will be accepted: no

Information about options
Options: no

Information about European Union funds
The procurement is related to a project and/or programme financed by European Union funds: 
yes
Identification of the project: NEXT GENERATION https://ec.europa.eu/info/strategy/recovery-
plan-europe_es

Additional information

Description

Title
RETO 03: Detección y análisis del comportamiento de redes botnet y servidores comando y 
control a través de técnicas innovadoras
Lot No: 3

Additional CPV code(s)
72000000 IT services: consulting, software development, Internet and support, 48000000 

, Software package and information systems 64000000 Postal and telecommunications 
, , services 64200000 Telecommunications services 73000000 Research and development 

services and related consultancy services

Place of performance
NUTS code: ES413 León

Description of the procurement
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II.2.3.

II.2.2.

II.2.1.

II.2.

II.2.14.

II.2.13.

II.2.11.

II.2.10.

II.2.7.

II.2.6.

II.2.5.

RETO 03: Detección y análisis del comportamiento de redes botnet y servidores comando y 
control a través de técnicas innovadoras

Award criteria
Criteria below
Quality criterion - Name: CRITERIO 1. DESCRIPCIÓN DEL PROYECTO DE I+D / Weighting: 
55
Quality criterion - Name: CRITERIO 2. IMPACTO SOCIO ECONÓMICO DEL PROYECTO / 
Weighting: 15
Quality criterion - Name: CRITERIO 3. PLAN DE VERIFICACIÓN EN ENTORNO 
OPERACIONAL / Weighting: 5
Quality criterion - Name: CRITERIO 4. PLAN DE TRANSFERENCIA DE RESULTADOS / 
Weighting: 5
Quality criterion - Name: CRITERIO 5. PRESUPUESTO DEL PROYECTO / Weighting: 10
Quality criterion - Name: CRITERIO 6. USUARIOS FINALES APORTADOS / Weighting: 10
Cost criterion - Name: AUMENTO DEL PLAZO DE ROYALTIES / Weighting: 10
Cost criterion - Name: PORCENTAJE DE COINVERSIÓN Y ROYALTIES / Weighting: 90

Estimated value
Value excluding VAT: 7 500 000,00 EUR

Duration of the contract, framework agreement or dynamic purchasing system
Duration in months: 34
This contract is subject to renewal: yes
Description of renewals: 
El contrato se extenderá hasta el 30 de junio de 2026 y no es susceptible de prórroga

Information about variants
Variants will be accepted: no

Information about options
Options: no

Information about European Union funds
The procurement is related to a project and/or programme financed by European Union funds: 
yes
Identification of the project: NEXT GENERATION https://ec.europa.eu/info/strategy/recovery-
plan-europe_es

Additional information

Description

Title
RETO 04: Seguimiento de transacciones vinculadas con ransomware y otras campañas
Lot No: 4

Additional CPV code(s)
72000000 IT services: consulting, software development, Internet and support, 48000000 

, Software package and information systems 64000000 Postal and telecommunications 
, , services 64200000 Telecommunications services 73000000 Research and development 

services and related consultancy services

Place of performance
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II.2.2.

II.2.1.

II.2.

II.2.14.

II.2.13.

II.2.11.

II.2.10.

II.2.7.

II.2.6.

II.2.5.

II.2.4.

NUTS code: ES413 León

Description of the procurement
RETO 04: Seguimiento de transacciones vinculadas con ransomware y otras campañas

Award criteria
Criteria below
Quality criterion - Name: CRITERIO 1. DESCRIPCIÓN DEL PROYECTO DE I+D / Weighting: 
55
Quality criterion - Name: CRITERIO 2. IMPACTO SOCIO ECONÓMICO DEL PROYECTO / 
Weighting: 15
Quality criterion - Name: CRITERIO 3. PLAN DE VERIFICACIÓN EN ENTORNO 
OPERACIONAL / Weighting: 5
Quality criterion - Name: CRITERIO 4. PLAN DE TRANSFERENCIA DE RESULTADOS / 
Weighting: 5
Quality criterion - Name: CRITERIO 5. PRESUPUESTO DEL PROYECTO / Weighting: 10
Quality criterion - Name: CRITERIO 6. USUARIOS FINALES APORTADOS / Weighting: 10
Cost criterion - Name: AUMENTO DEL PLAZO DE ROYALTIES / Weighting: 10
Cost criterion - Name: PORCENTAJE DE COINVERSIÓN Y ROYALTIES / Weighting: 90

Estimated value
Value excluding VAT: 7 500 000,00 EUR

Duration of the contract, framework agreement or dynamic purchasing system
Duration in months: 34
This contract is subject to renewal: yes
Description of renewals: 
El contrato se extenderá hasta el 30 de junio de 2026 y no es susceptible de prórroga

Information about variants
Variants will be accepted: no

Information about options
Options: no

Information about European Union funds
The procurement is related to a project and/or programme financed by European Union funds: 
yes
Identification of the project: NEXT GENERATION https://ec.europa.eu/info/strategy/recovery-
plan-europe_es

Additional information

Description

Title
RETO 05: Sistema de detección de estafas y fraudes en dispositivos móviles
Lot No: 5

Additional CPV code(s)
72000000 IT services: consulting, software development, Internet and support, 32000000 

, Radio, television, communication, telecommunication and related equipment 48000000 
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II.2.1.

II.2.

II.2.14.

II.2.13.

II.2.11.

II.2.10.

II.2.7.

II.2.6.

II.2.5.

II.2.4.

II.2.3.

, Software package and information systems 64000000 Postal and telecommunications 
, , services 64200000 Telecommunications services 73000000 Research and development 

services and related consultancy services

Place of performance
NUTS code: ES413 León

Description of the procurement
RETO 05: Sistema de detección de estafas y fraudes en dispositivos móviles

Award criteria
Criteria below
Quality criterion - Name: CRITERIO 1. DESCRIPCIÓN DEL PROYECTO DE I+D / Weighting: 
55
Quality criterion - Name: CRITERIO 2. IMPACTO SOCIO ECONÓMICO DEL PROYECTO / 
Weighting: 15
Quality criterion - Name: CRITERIO 3. PLAN DE VERIFICACIÓN EN ENTORNO 
OPERACIONAL / Weighting: 5
Quality criterion - Name: CRITERIO 4. PLAN DE TRANSFERENCIA DE RESULTADOS / 
Weighting: 5
Quality criterion - Name: CRITERIO 5. PRESUPUESTO DEL PROYECTO / Weighting: 10
Quality criterion - Name: CRITERIO 6. USUARIOS FINALES APORTADOS / Weighting: 10
Cost criterion - Name: AUMENTO DEL PLAZO DE ROYALTIES / Weighting: 10
Cost criterion - Name: PORCENTAJE DE COINVERSIÓN Y ROYALTIES / Weighting: 90

Estimated value
Value excluding VAT: 5 500 000,00 EUR

Duration of the contract, framework agreement or dynamic purchasing system
Duration in months: 34
This contract is subject to renewal: yes
Description of renewals: 
El contrato se extenderá hasta el 30 de junio de 2026 y no es susceptible de prórroga

Information about variants
Variants will be accepted: no

Information about options
Options: no

Information about European Union funds
The procurement is related to a project and/or programme financed by European Union funds: 
yes
Identification of the project: NEXT GENERATION https://ec.europa.eu/info/strategy/recovery-
plan-europe_es

Additional information

Description

Title
RETO 06: SOC de Sector Crítico
Lot No: 6



202529-2023 Page 8/11

II.2.

II.2.14.

II.2.13.

II.2.11.

II.2.10.

II.2.7.

II.2.6.

II.2.5.

II.2.4.

II.2.3.

II.2.2. Additional CPV code(s)
72000000 IT services: consulting, software development, Internet and support, 15000000 

, , Food, beverages, tobacco and related products 24000000 Chemical products 32000000 
, Radio, television, communication, telecommunication and related equipment 41000000 

, , Collected and purified water 42000000 Industrial machinery 48000000 Software package and 
, , information systems 64200000 Telecommunications services 73000000 Research and 

development services and related consultancy services

Place of performance
NUTS code: ES413 León

Description of the procurement
RETO 06: SOC de Sector Crítico

Award criteria
Criteria below
Quality criterion - Name: CRITERIO 1. DESCRIPCIÓN DEL PROYECTO DE I+D / Weighting: 
55
Quality criterion - Name: CRITERIO 2. IMPACTO SOCIO ECONÓMICO DEL PROYECTO / 
Weighting: 15
Quality criterion - Name: CRITERIO 3. PLAN DE VERIFICACIÓN EN ENTORNO 
OPERACIONAL / Weighting: 5
Quality criterion - Name: CRITERIO 4. PLAN DE TRANSFERENCIA DE RESULTADOS / 
Weighting: 5
Quality criterion - Name: CRITERIO 5. PRESUPUESTO DEL PROYECTO / Weighting: 10
Quality criterion - Name: CRITERIO 6. USUARIOS FINALES APORTADOS / Weighting: 10
Cost criterion - Name: AUMENTO DEL PLAZO DE ROYALTIES / Weighting: 10
Cost criterion - Name: PORCENTAJE DE COINVERSIÓN Y ROYALTIES / Weighting: 90

Estimated value
Value excluding VAT: 28 500 000,00 EUR

Duration of the contract, framework agreement or dynamic purchasing system
Duration in months: 34
This contract is subject to renewal: yes
Description of renewals: 
El contrato se extenderá hasta el 30 de junio de 2026 y no es susceptible de prórroga

Information about variants
Variants will be accepted: no

Information about options
Options: no

Information about European Union funds
The procurement is related to a project and/or programme financed by European Union funds: 
yes
Identification of the project: NEXT GENERATION https://ec.europa.eu/info/strategy/recovery-
plan-europe_es

Additional information

Description
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II.2.14.

II.2.13.

II.2.11.

II.2.10.

II.2.7.

II.2.6.

II.2.5.

II.2.4.

II.2.3.

II.2.2.

II.2.1. Title
RETO 07: Ciberseguridad para proveedores de servicios digitales
Lot No: 7

Additional CPV code(s)
72000000 IT services: consulting, software development, Internet and support, 32000000 

, Radio, television, communication, telecommunication and related equipment 48000000 
, , Software package and information systems 64200000 Telecommunications services

73000000 Research and development services and related consultancy services

Place of performance
NUTS code: ES413 León

Description of the procurement
RETO 07: Ciberseguridad para proveedores de servicios digitales

Award criteria
Criteria below
Quality criterion - Name: CRITERIO 1. DESCRIPCIÓN DEL PROYECTO DE I+D / Weighting: 
55
Quality criterion - Name: CRITERIO 2. IMPACTO SOCIO ECONÓMICO DEL PROYECTO / 
Weighting: 15
Quality criterion - Name: CRITERIO 3. PLAN DE VERIFICACIÓN EN ENTORNO 
OPERACIONAL / Weighting: 5
Quality criterion - Name: CRITERIO 4. PLAN DE TRANSFERENCIA DE RESULTADOS / 
Weighting: 5
Quality criterion - Name: CRITERIO 5. PRESUPUESTO DEL PROYECTO / Weighting: 10
Quality criterion - Name: CRITERIO 6. USUARIOS FINALES APORTADOS / Weighting: 10
Cost criterion - Name: AUMENTO DEL PLAZO DE ROYALTIES / Weighting: 10
Cost criterion - Name: PORCENTAJE DE COINVERSIÓN Y ROYALTIES / Weighting: 90

Estimated value
Value excluding VAT: 36 000 000,00 EUR

Duration of the contract, framework agreement or dynamic purchasing system
Duration in months: 34
This contract is subject to renewal: yes
Description of renewals: 
El contrato se extenderá hasta el 30 de junio de 2026 y no es susceptible de prórroga

Information about variants
Variants will be accepted: no

Information about options
Options: no

Information about European Union funds
The procurement is related to a project and/or programme financed by European Union funds: 
yes
Identification of the project: NEXT GENERATION https://ec.europa.eu/info/strategy/recovery-
plan-europe_es

Additional information
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IV.2.6.

IV.2.4.

IV.2.3.

IV.2.2.

IV.2.

IV.1.8.

IV.1.3.

IV.1.1.

IV.1.

III.2.2.

III.2.

III.1.3.

III.1.2.

III.1.1.

III.1.

Section III: Legal, economic, financial and technical information

Conditions for participation

Suitability to pursue the professional activity, including requirements relating to 
enrolment on professional or trade registers
List and brief description of conditions: 
Capacidad de obrar
No prohibición para contratar
Cumplimiento con las obligaciones con la Seguridad Social
Cumplimiento con las obligaciones tributarias

Economic and financial standing
List and brief description of selection criteria: 
Seguro de indemnización
Cifra anual de negocio
Patrimonio neto
Minimum level(s) of standards possibly required: 
. Expresión: El patrimonio neto tiene que ser igual o superior a la mitad del capital social

Technical and professional ability
List and brief description of selection criteria: 
- Trabajos realizados

Conditions related to the contract

Contract performance conditions
Sometimiento del contratista a la normativa de protección de datos. Descripción: El 
tratamiento de datos personales y el cumplimiento de la normativa al respecto es una 
condición esencial del contrato

Section IV: Procedure

Description

Type of procedure
Open procedure

Information about a framework agreement or a dynamic purchasing system

Information about the Government Procurement Agreement (GPA)
The procurement is covered by the Government Procurement Agreement: no

Administrative information

Time limit for receipt of tenders or requests to participate
Date: 10/05/2023 14:00Local time: 

Estimated date of dispatch of invitations to tender or to participate to selected 
candidates

Languages in which tenders or requests to participate may be submitted
Spanish
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VI.5.

VI.4.1.

VI.4.

VI.3.

VI.2.

VI.1.

IV.2.7.

Minimum time frame during which the tenderer must maintain the tender
Duration in months: 48 (from the date stated for receipt of tender)

Conditions for opening of tenders
Date: 10/07/2023 12:30Local time: 
Place: 
Plataforma de Contratación del Sector Público
Datos de Dirección:
Calle: Avda José Aguado nº 41
CP: 24005
Población: León
País: España

Section VI: Complementary information

Information about recurrence
This is a recurrent procurement: no

Information about electronic workflows
Electronic payment will be used

Additional information

Procedures for review

Review body
Official name: Tribunales Civiles
Postal address: Avda. del Ingeniero Sáenz de Miera, 6
Town: León
Postal code: 24009
Country: Spain
Telephone: +34 918372295
Internet address: https://www.mjusticia.gob.es/BUSCADIR/ServletControlador?
apartado=buscadorMunicipioDesdeListado&municipio=24089&lang=es_es&tipo=&origen=

Date of dispatch of this notice
31/03/2023

https://www.mjusticia.gob.es/BUSCADIR/ServletControlador?apartado=buscadorMunicipioDesdeListado&municipio=24089&lang=es_es&tipo=&origen=
https://www.mjusticia.gob.es/BUSCADIR/ServletControlador?apartado=buscadorMunicipioDesdeListado&municipio=24089&lang=es_es&tipo=&origen=

