205718-2023 - Competition See the notice on TED website

Norway-Oslo: Data security software development services
OJ S 70/2023 07/04/2023

Contract notice

Services

Legal Basis:
Directive 2014/24/EU

Section I: Contracting authority

1. Name and addresses
Official name: Direktoratet for forvaltning og gkonomistyring
National registration number: 986 252 932
Postal address: Lgrenfaret 1C
Town: Oslo
NUTS code: NO Norge
Postal code: 0585
Country: Norway
E-mail: postmottak@dfo.no
Internet address(es):
Main address: www.dfo.no
Address of the buyer profile: https://eu.eu-supply.com/ctm/Company/Companylnformation
/Index/336234

1.3. Communication
The procurement documents are available for unrestricted and full direct access, free of
charge, at: http://eu.eu-supply.com/app/rfg/rwlentrance s.asp?PID=359369&B=DFO
Additional information can be obtained from the abovementioned address
Tenders or requests to participate must be submitted electronically via: http://eu.eu-supply.com
/app/rfg/rwlentrance s.asp?PID=359369&B=DFO
Tenders or requests to participate must be submitted to the abovementioned address

1.4. Type of the contracting authority
National or federal agency/office

I.5. Main activity
General public services

Section II: Object

I.1. Scope of the procurement

I.11.1. Title
Negotiated procedure - procurement of a MDR security system for DFQJ
Reference number: 23/299

I.1.2. Main CPV code
72212732 Data security software development services

I1.11.3. Type of contract
Services
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1.1.4. Short description
Direktoratet for forvaltning og skonomistyring (DF@) would like to procure a 24 hour (24/7/365)
service for security monitoring and support with dealing with security incidents in the
contracting authority's IT environment.
This involves entering into a cooperation with a tenderer that provides a MDR service that
sees to security monitoring, vulnerability control, follow-up and dealing with incidents, where
the tenderer will also give DJF quick access to expertise for assistance in the event of larger
security incidents.

11.1.5. Estimated total value
Value excluding VAT: 30 000 000,00 NOK

11.1.6. Information about lots
This contract is divided into lots: no

I.2. Description

1.2.2. Additional CPV code(s)
48730000 Security software package, 48732000 Data security software package, 71356200
Technical assistance services, 72000000 IT services: consulting, software development,
Internet and support, 72212730 Security software development services, 79417000 Safety
consultancy services

1.2.3. Place of performance
NUTS code: NO Norge

1.2.4. Description of the procurement
Direktoratet for forvaltning og skonomistyring (DFJ) would like to procure a 24 hour (24/7/365)
service for security monitoring and support with dealing with security incidents in the
contracting authority's IT environment.
This involves entering into a cooperation with a tenderer that provides a MDR service that
sees to security monitoring, vulnerability control, follow-up and dealing with incidents, where
the tenderer will also give DAF quick access to expertise for assistance in the event of larger
security incidents.
Proactive monitoring and dealing with vulnerabilities is expected, not only reactive dealing with
larger unwanted incidents.
The following mustl be included as part of the MDR service:
Surveillance and monitoring - The tenderer is to receive and facilitate logs from the contracting
authority's IT environment and carry out automated and manual processes to monitor the logs.
We would like the tenderer to have responsibility for establishing and maintaining sufficient
visibility in the contracting authority's IT environment.
Threat detection - The tenderer is to work continuously to detect threats and security incidents,
and notify the contracting authority of them.
Analysis - The tenderer is to present analyses of incidents and malware, and offer analysis
possibilities for tactical investigations of incidents for the contracting authority. The chosen
tenderer must also offer an option for data visualisation and incident analysis for the
contracting authority.
Support for incident management - The tenderer must offer incident management functions
that enable incident response to be managed in collaboration with the contracting authority, or,
if needed, with the contracting authority's collaboration partners and suppliers.
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Threat Intelligence - The tenderer is to collect relevant threat information, threat analyses and
management, and for threat modelling. It will also be necessary for the tenderer to be able to
consume threat intelligence delivered by contracting authority.

1.2.5. Award criteria
Price is not the only award criterion and all criteria are stated only in the procurement
documents

11.2.6. Estimated value
Value excluding VAT: 30 000 000,00 NOK

1.2.7. Duration of the contract, framework agreement or dynamic purchasing system
Duration in months: 24
This contract is subject to renewal: yes
Description of renewals:
DF@ has a unilateral right (option) to extend the contract three times for one (1) year. This
means that the maximum contract duration can be 5 years (2 years + and option for 1 year +
an option for 1 year + an option for 1 year).

11.2.9. Information about the limits on the number of candidates to be invited
Maximum number: 5

11.2.10. Information about variants
Variants will be accepted: no

1.2.11. Information about options
Options: yes
Description of options:
DF@ has a unilateral right (option) to extend the contract three times for one (1) year. This
means that the maximum contract duration can be 5 years (2 years + and option for 1 year +
an option for 1 year + an option for 1 year).

1.2.13. Information about European Union funds
The procurement is related to a project and/or programme financed by European Union funds:
no

11.2.14. Additional information
Section lll: Legal, economic, financial and technical information

lll.1. Conditions for participation

lll.1.1. Suitability to pursue the professional activity, including requirements relating to
enrolment on professional or trade registers
List and brief description of conditions:
Tenderers must be registered in a company register, professional register or a trade register in
the country where the tenderer is established.
Norwegian tenderers:
Updated Company Registration Certificate. DFQ will obtain the relevant information itself from
the company register.
Foreign tenderers:
Verification showing that the tenderer is registered in a company register, trade register or a
commerce register in the country where the tenderer is established.
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lll.1.2. Economic and financial standing
List and brief description of selection criteria:
The tenderer must have sufficient economic and financial capacity to be able to implement the
contract.
Tenderers must enclose a credit rating. The credit report must be based on the last known
accounting figures. The credit score must not be lower than A (creditworthy) or equivalent if a
different form of score is used (numbers).
Documentation:
Credit rating based on the last known accounting figures, not older than three months. The
rating must be carried out by a credit rating company with licence to conduct this service.

ll.1.3. Technical and professional ability
List and brief description of selection criteria:
The SOC/IRT/MDR service must be part of the tenderer's main business area.
Tenderers must describe the areas for which they deliver services.
Tenderers must have delivered and implemented the system for customers.
A list of minimum 3 and maximum 5 relevant projects from the last 3 years including a
description of the service and name of the customer.
Tenderers must document a high competence level and experience with the system.
Documented by the tenderer referring to relevant courses/certificates.

Section IV: Procedure

IV.1. Description

IV.1.1. Type of procedure
Competitive procedure with negotiation

IV.1.3. Information about a framework agreement or a dynamic purchasing system

IV.1.4. Information about reduction of the number of solutions or tenders during negotiation or
dialogue
Recourse to staged procedure to gradually reduce the number of solutions to be discussed or
tenders to be negotiated

IV.1.5. Information about negotiation
The contracting authority reserves the right to award the contract on the basis of the initial
tenders without conducting negotiations

IV.1.8. Information about the Government Procurement Agreement (GPA)
The procurement is covered by the Government Procurement Agreement: yes

IV.2. Administrative information

IV.2.2. Time limit for receipt of tenders or requests to participate
Date: 05/05/2023 Local time: 15:00

IV.2.3. Estimated date of dispatch of invitations to tender or to participate to selected
candidates

IV.2.4. Languages in which tenders or requests to participate may be submitted
Norwegian

IV.2.6.
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Minimum time frame during which the tenderer must maintain the tender
Tender must be valid until: 02/10/2023

Section VI: Complementary information

VI.1. Information about recurrence
This is a recurrent procurement: no

VI.2. Information about electronic workflows
Electronic ordering will be used
Electronic invoicing will be accepted
Electronic payment will be used

VI.3. Additional information
VI1.4. Procedures for review

Vi.4.1. Review body
Official name: Oslo tingrett
Postal address: Postboks 2106 Vika
Town: Oslo
Postal code: 0125
Country: Norway
E-mail: oslo.tingrett@domstol.no

VL.5. Date of dispatch of this notice
03/04/2023
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