398590-2019 - Competition See the notice on TED website

Spain-L'Hospitalet de Llobregat: Systems and technical consultancy services
OJ S 162/2019 23/08/2019

Contract notice

Services

Legal Basis:
Directive 2014/24/EU

Section I: Contracting authority

1. Name and addresses
Official name: Fundacio centre de seguretat de la informacié de Catalunya
National registration number: G-55506315
Postal address: C/ Salvador Espriu, 45-51
Town: L'Hospitalet de Llobregat
NUTS code: ES511 Barcelona
Postal code: 08908
Country: Spain
Contact person: Servei de contractacié
E-mail: contractacio@cesicat.cat
Telephone: +34 935574240
Internet address(es):
Main address: htips://www.cesicat.gencat.cat
Address of the buyer profile: https://ciberseguretat.gencat.cat/ca/transparencia/perfil-del-
contractant/

.3. Communication
The procurement documents are available for unrestricted and full direct access, free of
charge, at: https://ciberseguretat.gencat.cat/ca/transparencia/perfil-del-contractant/
Additional information can be obtained from the abovementioned address
Tenders or requests to participate must be submitted to the abovementioned address

1.4. Type of the contracting authority
Other type: Fundacion

I.5. Main activity
Other activity: Telecomunicaciones y tecnologias de la informacion

Section II: Object

I.1. Scope of the procurement

I.11.1. Title
Contrato de Servicios de apoyo a las operaciones del centro de operacién de la
ciberseguridad. del Centro de Seguridad de la Informacion de Catalufia (CESICAT)
Reference number: CO.08.2019

I.1.2. Main CPV code
72220000 Systems and technical consultancy services

1.1.3.
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Type of contract
Services

I.1.4. Short description
Los servicios que se licitan en este contrato corresponden a las tareas de apoyo a la
operacion de la seguridad, que deben permitir al CESICAT la prestacion de servicios de
catalogo dentro del ambito del Centro de Operacién de la Seguridad.

I.11.5. Estimated total value
Value excluding VAT: 4 716 915,20 EUR

I.1.6. Information about lots
This contract is divided into lots: yes
Tenders may be submitted for all lots

I.2. Description

1.2.1. Title
Control y operacion del perimetro
Lot No: 1

1.2.2. Additional CPV code(s)
72220000 Systems and technical consultancy services

1.2.3. Place of performance
NUTS code: ES511 Barcelona
Main site or place of performance: CESICAT.

1.2.4. Description of the procurement
Dedicado principalmente al desarrollo de perimetros de seguridad, tanto la monitorizacion
como la gestion de los eventos y ataques de seguridad recibidos, prevencion de
ciberamenazas mediante el analisis de la posible afectacién de las amenazas externas, asi
como la gestion del ciclo de vida de las vulnerabilidades (identificacion, analisis y gestion).

1.2.5. Award criteria
Price is not the only award criterion and all criteria are stated only in the procurement
documents

11.2.6. Estimated value
Value excluding VAT: 2 675 366,00 EUR

1.2.7. Duration of the contract, framework agreement or dynamic purchasing system
Duration in months: 12
This contract is subject to renewal: yes
Description of renewals:
2 renovaciones de 12 meses cada una.

11.2.10. Information about variants
Variants will be accepted: no

1.2.11. Information about options
Options: no

11.2.13.
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Information about European Union funds
The procurement is related to a project and/or programme financed by European Union funds:
no

11.2.14. Additional information
I.2. Description

I.2.1. Title
Diagnoéstico de ciberseguridad
Lot No: 2

1.2.2. Additional CPV code(s)
72220000 Systems and technical consultancy services

1.2.3. Place of performance
NUTS code: ES511 Barcelona
Main site or place of performance: CESICAT.

1.2.4. Description of the procurement
Dedicado en busca de vulnerabilidades mediante la ejecucion de pruebas de penetracion y
analisis de vulnerabilidades avanzados en infraestructuras, sistemas y aplicaciones de todo el
entorno. Tan externamente como internamente, se realizaran pruebas especificas y manuales
todos los entornos para ayudar a detectar todas aquellas vulnerabilidades que las
herramientas automaticas de deteccién no hayan podido detectar.

1.2.5. Award criteria
Price is not the only award criterion and all criteria are stated only in the procurement
documents

I1.2.6. Estimated value
Value excluding VAT: 481 203,00 EUR

1.2.7. Duration of the contract, framework agreement or dynamic purchasing system
Duration in months: 12
This contract is subject to renewal: yes
Description of renewals:
2 renovaciones de 12 meses cada una.

11.2.10. Information about variants
Variants will be accepted: no

1.2.11. Information about options
Options: no

1.2.13. Information about European Union funds
The procurement is related to a project and/or programme financed by European Union funds:
no

11.2.14. Additional information
I.2. Description

1.2.1. Title
Inteligencia operativa y busqueda de incidentes
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Lot No: 3

Additional CPV code(s)
72220000 Systems and technical consultancy services

Place of performance
NUTS code: ES511 Barcelona
Main site or place of performance: CESICAT.

Description of the procurement

Dedicado a la gestidon completa de las ciberamenazas, tanto la contextualizacién de toda la
informacion y actores, disponible internamente y externamente para poder analizar como se
puede ver afectado cualquier activo asi como la mejor manera de prevenir cualquier
afectacion. Sin embargo se llevara a cabo la gestion del intercambio de fuentes de inteligencia
con otras organizaciones. Adicionalmente, el servicio de inteligencia operativa y busqueda de
incidentes, basandose en la informacién recogida realizara tareas de analisis proactivo, o
«hunting», de posibles incidentes de seguridad no detectados hasta el momento.

Award criteria
Price is not the only award criterion and all criteria are stated only in the procurement
documents

Estimated value
Value excluding VAT: 883 968,00 EUR

Duration of the contract, framework agreement or dynamic purchasing system
Duration in months: 12

This contract is subject to renewal: yes

Description of renewals:

2 renovaciones de 12 meses cada una.

Information about variants
Variants will be accepted: no

Information about options
Options: no

Information about European Union funds
The procurement is related to a project and/or programme financed by European Union funds:
no

Additional information
Description

Title
Ingenieria de Seguridad
Lot No: 4

Additional CPV code(s)
72220000 Systems and technical consultancy services

Place of performance
NUTS code: ES511 Barcelona
Main site or place of performance: CESICAT.
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1.2.4. Description of the procurement
Dedicado las tareas de gestion, ingenieria y soporte operativo, mediante el mantenimiento y la
configuracién de todas las herramientas de seguridad utilizadas por los diferentes servicios
del CESICAT principalmente con tareas de de Administracion de soluciones y desarrollo de
evolutivos de ciberseguridad sobre las mismas. Estos servicios tendran asociadas un conjunto
de funciones transversales, el objeto sera velar por la excelencia operativa en términos de
eficiencia y eficacia, la mejora continua de los servicios y la satisfaccion de sus clientes.

1.2.5. Award criteria
Price is not the only award criterion and all criteria are stated only in the procurement
documents

1.2.6. Estimated value
Value excluding VAT: 676 378,00 EUR

1.2.7. Duration of the contract, framework agreement or dynamic purchasing system
Duration in months: 12
This contract is subject to renewal: yes
Description of renewals:
2 renovaciones de 12 meses cada una.

1.2.10. Information about variants
Variants will be accepted: no

1.2.11. Information about options
Options: no

1.2.13. Information about European Union funds
The procurement is related to a project and/or programme financed by European Union funds:
no

11.2.14. Additional information
Section IV: Procedure

IV.1. Description

IV.1.1. Type of procedure
Open procedure

IV.1.3. Information about a framework agreement or a dynamic purchasing system

IV.1.8. Information about the Government Procurement Agreement (GPA)
The procurement is covered by the Government Procurement Agreement: no

IV.2. Administrative information

IV.2.2. Time limit for receipt of tenders or requests to participate
Date: 07/10/2019 Local time: 13:00

IV.2.3. Estimated date of dispatch of invitations to tender or to participate to selected
candidates

IV.2.4. Languages in which tenders or requests to participate may be submitted
Catalan, Spanish
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IV.2.7. Conditions for opening of tenders
Date: 09/10/2019 Local time: 10:00
Information about authorised persons and opening procedure: Mesa de Contratacion.

Section VI: Complementary information

VI.1. Information about recurrence
This is a recurrent procurement: no
VI.3. Additional information

VI1.4. Procedures for review

Vi.4.1. Review body
Official name: Tribunal Catalan de Contratos del Sector Publico
Town: Barcelona
Country: Spain

VI.5. Date of dispatch of this notice
21/08/2019

398590-2019 Page 6/6



