See the notice on TED website

765085-2026 - Competition

Germany — Systems and technical consultancy services — 10017688 - National Information
Sharing and Analysis Framework

OJ S 214/2026 04/11/2026

Contract or concession notice — standard regime

Services

1. Buyer

1.1. Buyer
Official name: Deutsche Gesellschaft fur Internationale Zusammenarbeit (G1Z) GmbH
Email: holger.niedenfuehr@giz.de
Legal type of the buyer: Public undertaking, controlled by a central government authority
Activity of the contracting authority: General public services

2. Procedure

2.1. Procedure
Title: 10017688 - National Information Sharing and Analysis Framework
Description: InnoPA: Supporting e-Government and Innovation in the Public Administration
Supporting eGovernment and Innovation in Public Administration (InnoPA) is a joint project
implemented by the German Agency for International Cooperation (GlZ) in Egypt, on behalf of
the German Federal Government, and in partnership with the Ministry of Communications and
Information Technology (MCIT). The project aims to strengthen the capacities of the public
sector and civil society to drive an inclusive and responsive digital transformation in line with
European standards. The InnoPA project implements a variety of interventions in the areas of
institutional capacity building, innovation promotion, digital inclusion, and policy support. The
project adopts the principle of "leave no one behind" to ensure that all segments of society
benefit from the digital transformation process and enjoy an effective and responsive public
administration. The project has three pillars: 1) Support an inclusive, citizen-centered digital
transformation of the public sector, the project aims to bridge the digital divide and increase
the uptake of existing digital public services. To this end, collaborations with civil society
organizations will be carried out to enhance the digital skills of both citizens and civil servants,
alongside additional measures focused on strengthening institutional capacity. 2) promotes
innovative solutions for the inclusive and citizen-oriented digital transformation of the public
sector. A key part of this effort is the GovTech Innovation Programme, which accelerates
startups and the creation of inclusive technological products that enhance government
services and responsiveness to citizens' needs and 3) provides support for the development of
forward-looking digital strategies and legal frameworks in emerging areas such as trust
services, artificial intelligence, and data-driven decision-making, in line with EU digitalization
standards. EU-German Action Digital Transformation in the Southern Neighbourhood The
programme "Digital Transformation in the Southern Neighbourhood" was initiated in February
2026 and is co-funded by the European Commission Directorate General MENA (DG MENA),
the German Ministry for Economic Cooperation and Development (BMZ), and the German
Federal Foreign Office (FFO). The Deutsche Gesellschaft fur Internationale Zusammenarbeit
(G1Z) has been commissioned to implement the three project components and implements the
activities from Germany, Spain and additional regional hubs. In partnership with governments
in the region, the programme strives to accelerate the Southern Neighbourhood"s digital
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transformation through targeted support across three critical areas: cybersecurity, digital
regulation, and digital skills. The second specific objective on improved Prevention,
preparedness and response of relevant stakeholders in the South-ern Neighbourhood with
regards to cyber threats is pertinent for this tender. It comprises the following pillars: 1.
Strengthened national legal frameworks and cybersecurity governance in line with
international standards and frameworks for responsible state behaviour in cyberspace.
Support will include technical assistance for the drafting, revision and implementation of
national cybersecurity strategies, laws, and policies, in line with international frameworks and
the EU"s Cybersecurity Strategy. 2. Improved operational capacities, such as prevention,
preparedness and response, for cyber incident management and inter-agency cooperation.
This includes hands-on training, development of operational procedures, provision of technical
tools, and facilitation of simulation exercises to improve threat response and incident
management. 3. Established community of stakeholders for sharing best practices and
incident information at regional, trans-regional and international level. In this framework joint
activities such as regional table-top exercises, joint threat analysis workshops, and mentorship
programmes for mid-career professionals will be explored.

Procedure identifier: 8448ee88-e90f-4179-84f8-e288c1c7{35f

Internal identifier: 10017688

Type of procedure: Open

The procedure is accelerated: no

2.1.1. Purpose
Main nature of the contract: Services
Main classification (cpv): 72220000 Systems and technical consultancy services

2.1.2. Place of performance
Postal address: 12 A Hassan Sabry, Zamalek
Town: Cairo
Postcode: 11568
Country: Egypt

2.1.4. General information
Additional information: #Bekanntmachungs-ID: CXTRYY6DYHAH369K# All communication
takes place in English via communication tool in the project area of the procurement portal.
Legal basis:
Directive 2014/24/EU
vgv -

2.1.6. Grounds for exclusion
Sources of grounds for exclusion: Notice
Breaching of obligations set under purely national exclusion grounds: gem. §§ 123, 124 GWB,
§ 22 LkSG
Participation in a criminal organisation: gem. §§ 123, 124 GWB, § 22 LkSG
Terrorist offences or offences linked to terrorist activities: gem. §§ 123, 124 GWB, § 22 LkSG
Money laundering or terrorist financing: gem. §§ 123, 124 GWB, § 22 LkSG
Fraud: gem. §§ 123, 124 GWB, § 22 LkSG
Corruption: gem. §§ 123, 124 GWB, § 22 LkSG
Child labour and including other forms of trafficking in human beings: gem. §§ 123, 124 GWB,
§ 22 LkSG
Breaching obligation relating to payment of taxes: gem. §§ 123, 124 GWB, § 22 LkSG
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Breaching obligation relating to payment of social security contributions: gem. §§ 123, 124
GWHB, § 22 LkSG

Breaching of obligations in the fields of environmental law: gem. §§ 123, 124 GWB, § 22 LkSG
Breaching of obligations in the fields of social law: gem. §§ 123, 124 GWB, § 22 LkSG
Breaching of obligations in the fields of labour law: gem. §§ 123, 124 GWB, § 22 LkSG
Insolvency: gem. §§ 123, 124 GWB, § 22 LkSG

Assets being administered by liquidator: gem. §§ 123, 124 GWB, § 22 LkSG

Business activities are suspended: gem. §§ 123, 124 GWB, § 22 LkSG

Analogous situation like bankruptcy, insolvency or arrangement with creditors under national
law: gem. §§ 123, 124 GWB, § 22 LkSG

Grave professional misconduct: gem. §§ 123, 124 GWB, § 22 LkSG

Agreements with other economic operators aimed at distorting competition: gem. §§ 123, 124
GWB, § 22 LkSG

Conflict of interest due to its participation in the procurement procedure: gem. §§ 123, 124
GWB, § 22 LkSG

Direct or indirect involvement in the preparation of this procurement procedure: gem. §§ 123,
124 GWB, § 22 LkSG

Early termination, damages, or other comparable sanctions: gem. §§ 123, 124 GWB, § 22
LkSG

Misrepresentation, withheld information, unable to provide required documents or obtained
confidential information of this procedure: gem. §§ 123, 124 GWB, § 22 LkSG

5. Lot

5.1. Lot: LOT-0001
Title: 10017688 - National Information Sharing and Analysis Framework
Description: The increasing frequency and sophistication of cyber threats necessitate a
collaborative approach to national cybersecurity1. This project, "Information Sharing Platform -
Threat Intelligence-Driven Framework," defines the high-level scoping for a joint initiative in
partnership with GIZ Egypt under the InnoPA Phase Il program And the EU-German
Programme: Digital Transformation in the Southern Neighbourhood. 2.2. Strategic Objective
The primary objective is to proactively strengthen national cybersecurity resilience by: -
Improving cyber threat detection capabilities through the design of a specialized Monitoring
Center and strengthened capacities for technical staff. - Enabling secure multi-sector
information sharing via an integrated Information Sharing and Cybersecurity Analysis
Framework (ISAF). - Ensuring compliance with regulatory requirements and protecting critical
national assets. 2.3. Institutional Guardrails & Sovereignty - Advisory Mandate: GIZ provides
high-level design, specifications, and capacity building based on EU and international
standards. - Sovereignty: The daily operation of the national cybersecurity infrastructure is the
exclusive mandate of the Egyptian government. The consultancy provides blueprints and
playbooks, while the government handles sensitive operations and data. - Non-Technical
Implementation: The scope covers design and advisory; it specifically excludes the
development of custom software, proprietary source code, or the procurement of licenses.
Internal identifier: 10017688

5.1.1. Purpose
Main nature of the contract: Services
Main classification (cpv): 72220000 Systems and technical consultancy services
Options:
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Description of the options: GIZ may optionally commission contract amendments and/or
increases based on the criteria in the tender documents to the successful bidder of this tender.
For details, please see the terms of reference.

5.1.2. Place of performance
Postal address: 12 A Hassan Sabry, Zamalek
Town: Cairo
Postcode: 11568
Country: Egypt

5.1.3. Estimated duration
Duration: 24 Months

5.1.4. Renewal
Maximum renewals: 1
Other information about renewals: GIZ may optionally commission contract amendments and
/or increases based on the criteria in the tender documents to the successful bidder of this
tender. For details, please see the terms of reference.

5.1.6. General information
Reserved participation:
Participation is not reserved.
The names and professional qualifications of the staff assigned to perform the contract must
be given: Not required
Procurement Project fully or partially financed with EU Funds.
The procurement is covered by the Government Procurement Agreement (GPA): yes
This procurement is also suitable for small and medium-sized enterprises (SMEs): yes
Additional information: #Besonders auch geeignet fir:selbst#, #Besonders auch geeignet fir:
startup#, #Besonders auch geeignet fur:other-sme#

5.1.7. Strategic procurement
Aim of strategic procurement: Reduction of environmental impacts
Description: Die Umweltstandards sind in den Allgemeinen Vertragsbedingungen (AVB) sowie
in dem Verhaltenskodex fur Auftragnehmende der GIZ zu finden. Diese sind u.a.
Nachhaltigkeitsaspekte bei der Durchfihrung von Veranstaltungen in Deutschland oder
Belgien sowie die Kompensation von Fligen innerhalb Dienstleistungsvertragen.
Aim of strategic procurement: Fulfilment of social objectives
Description: Weitere Details: siehe Wettbewerbsunterlagen / Leistungsbeschreibung
Approach to reducing environmental impacts: The protection and restoration of biodiversity
and ecosystems, The transition to a circular economy, Climate change adaptation, Climate
change mitigation, Pollution prevention and control
Social objective promoted: Ethnic equality, Gender equality, Human rights due diligence in
global supply chains, Fair working conditions, Other

5.1.9. Selection criteria
Sources of selection criteria: Notice
Criterion: Other economic or financial requirements
Description of selection criterion: EN-A1: Principles for the execution of orders (Mit dem
Angebot; Mittels Eigenerklarung): The eligibility criteria are not from the same category as
stipulated above, as there is no suitable category. 1. Self-declaration: name of company and
address, tax ID, registration and commercial register number or equivalent register in
accordance with the legal provisions of the country of origin. 2. No grounds for exclusion
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pursuant to § 123, § 124 GWB, § 22 LkSG, EU-Russia sanctions. 3. Declaration of bidding
consortium and/or declaration of subcontractors (if applicable)

Criterion: References on specified services

Description of selection criterion: EN-B1: Technical and professional ability (Mit dem Angebot;
Mittels Eigenerklarung): 1. The technical assessment is only based on reference projects with
a minimum commission value of 100,000.00 EUR (net). 2. At least 3 reference projects in the
technical field Advice on Information Sharing in analysis covering minimum three different
topics of the list provided below: National/Sectoral Cybersecurity Frameworks, Threat
Intelligence Platform (TIP/ISAF) Architecture & Engineering, SOC Operating Models, Multi-
Sector Information Sharing and at least 1 reference project in the MENA region in in one of the
following topics: National/Sectoral Cybersecurity Frameworks, Threat Intelligence Platform (TIP
/ISAF) Architecture & Engineering, SOC Operating Models, Multi-Sector Information Sharing in
the last 36 months (deadline: date of publication of invitation to tender).

Criterion: Average yearly turnover

Description of selection criterion: EN-C1: Economic and financial standing (Mit dem Angebot;
Mittels Eigenerklarung): Average annual turnover for the last three years (last-but-four financial
year can be included in case of tenders held within 6 months of end of last financial year), at
least: 500,000.00 EUR (net).

Criterion: Other economic or financial requirements

Description of selection criterion: EN-C2: Economic and financial standing (Mit dem Angebot;
Mittels Eigenerklarung): Average number of employees and managers in the last three
calendar years, at least 10 persons.

5.1.10. Award criteria
Criterion:
Type: Price
Name: Price
Description: Price criteria for "Bestangebots-Quotienten-Methode"
Category of award weight criterion: Weight (points, exact)
Award criterion number: 30
Criterion:
Type: Quality
Name: Total points achieved after technical evaluation (including minimum requirement)
Description: In order to determine the most economical bidder, the contracting authority enters
the total number of points achieved after technical evaluation. Only bids with a technical
evaluation of at least 500 points are considered. Technical bids with fewer points are rejected
as technically unsuitable.
Category of award weight criterion: Weight (points, exact)
Award criterion number: 70
Criterion:
Type: Quality
Name: Total points achieved after technical evaluation (including minimum requirement)
Description: In order to determine the most economical bidder, the contracting authority enters
the total number of points achieved after technical evaluation. Only bids with a technical
evaluation of at least 500 points are considered. Technical bids with fewer points are rejected
as technically unsuitable.
Category of award threshold criterion: Minimum score
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Award criterion number: 500

5.1.11. Procurement documents
Languages in which the procurement documents are officially available: English
Deadline for requesting additional information: 23/11/2026 23:59:59 (UTC+01:00) Central
European Time, Western European Summer Time
Address of the procurement documents: https://ausschreibungen.giz.de/Satellite/notice
/CXTRYY6DYHAH369K/documents
Ad hoc communication channel:
URL: https://ausschreibungen.giz.de/Satellite/notice/ CXTRYY6DYHAH369K

5.1.12. Terms of procurement
Terms of submission:
Electronic submission: Required
Address for submission: https://ausschreibungen.giz.de/Satellite/notice/CXTRYY6DYHAH369K
Languages in which tenders or requests to participate may be submitted: English
Electronic catalogue: Not allowed
Variants: Not allowed
Tenderers may submit more than one tender: Not allowed
Deadline for receipt of tenders: 04/12/2026 12:00:00 (UTC+01:00) Central European Time,
Western European Summer Time
Duration during which the tender must remain valid: 84 Days
Information that can be supplemented after the submission deadline:
At the discretion of the buyer, all missing tenderer-related documents may be submitted later.
Additional information: GIZ asks the applicant or bidder to submit, complete or correct
documents, within the framework laid down by law.
Terms of contract:
The execution of the contract must be performed within the framework of sheltered
employment programmes: No
Conditions relating to the performance of the contract: The execution conditions result from the
information given in the contract notice and the tender documents.
Electronic invoicing: Required
Electronic ordering will be used: yes
Electronic payment will be used: yes

5.1.15. Techniques
Framework agreement:
No framework agreement
Information about the dynamic purchasing system:
No dynamic purchase system

5.1.16. Further information, mediation and review
Review organisation: Vergabekammern des Bundes
Information about review deadlines: According to Article 160, Section 3 of the German Act
Against Restraint of Competition (GWB), application for review is not permissible insofar as 1.
the applicant has identified the claimed infringement of the procurement rules before
submitting the application for review and has not submitted a complaint to the contracting
authority within a period of 10 calendar days; the expiry of the period pursuant to Article 134,
Section 2 remains unaffected, 2. complaints of infringements of procurement rules that are
evident in the tender notice are not submitted to the contracting authority at the latest by the
expiry of the deadline for the application or by the deadline for the submission of bids,
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specified in the tender notice. 3. complaints of infringements of procurement rules that first
become evident in the tender documents are not submitted to the contracting authority at the
latest by the expiry of the deadline for application or by the deadline for the submission of bids,
4. more than 15 calendar days have expired since receipt of notification from the contracting
authority that it is unwilling to redress the complaint. Sentence 1 does not apply in the case of
an application to determine the invalidity of the contract in accordance with Article 135, Section
1 (2). Article 134, Section 1, Sentence 2 remains unaffected.

Organisation providing additional information about the procurement procedure: Deutsche
Gesellschaft fur Internationale Zusammenarbeit (GIZ) GmbH

Organisation receiving requests to participate: Deutsche Gesellschaft fiir Internationale
Zusammenarbeit (GIZ) GmbH

8. Organisations

8.1. ORG-0001
Official name: Deutsche Gesellschaft fur Internationale Zusammenarbeit (G1Z) GmbH
Registration number: 993-80072-52
Postal address: Dag-Hammarskjoéld-Weg 1 - 5
Town: Eschborn
Postcode: 65760
Country subdivision (NUTS): Main-Taunus-Kreis (DE71A)
Country: Germany
Email: holger.niedenfuehr@giz.de
Telephone: +49 6196792173
Fax: +49 6196791115
Internet address: https://www.giz.de
Roles of this organisation:
Buyer
Organisation providing additional information about the procurement procedure
Organisation receiving requests to participate

8.1. ORG-0002
Official name: Vergabekammern des Bundes
Registration number: 022894990
Postal address: Kaiser-Friedrich-Stralle 16
Town: Bonn
Postcode: 53113
Country subdivision (NUTS): Bonn, Kreisfreie Stadt (DEA22)
Country: Germany
Email: vk@bundeskartellamt.bund.de
Telephone: +49 2289499-0
Fax: +49 2289499-163
Internet address: https://www.bundeskartellamt.de
Roles of this organisation:
Review organisation

8.1. ORG-0003
Official name: Datenservice Offentlicher Einkauf (in Verantwortung des Beschaffungsamts des
BMI)
Registration number: 0204:994-DOEVD-83
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Town: Bonn

Postcode: 53119

Country subdivision (NUTS): Bonn, Kreisfreie Stadt (DEA22)
Country: Germany

Email: noreply.esender_hub@bescha.bund.de

Telephone: +49228996100

Roles of this organisation:

TED eSender

Notice information

Notice identifier/version: 6b57c041-34d6-4892-af16-65af7ff955a3 - 01

Form type: Competition

Notice type: Contract or concession notice — standard regime

Notice subtype: 16

Notice dispatch date: 03/11/2026 09:13:59 (UTC+01:00) Central European Time, Western
European Summer Time

Languages in which this notice is officially available: English

Notice publication number: 765085-2026

OJ S issue number: 214/2026

Publication date: 04/11/2026
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